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Background

The Resource Public Key Infrastructure (RPKI)
secures routing resources. The most common
application of RPKI today is Route Origin
Validation using the Route Origin Authorization
(ROA) that asserts IP prefixes and the
authorized origin ASN. Autonomous System
Provider Authorization (ASPA) is another
application of RPKI.

RPKI Signed Checklists (RSCs) is a new type of
RPKI object that came out in late 2022
(RFC9323). RSCs allow resource holders
(prefix/ASN) to sign a list of hashing of arbitrary
text with authorized resources they hold.
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Abstract

This document defines a Cryptographic Message Syntax (CMS) protected
content type for use with the Resource Public Key Infrastructure
(RPKI) to carry a general-purpose listing of checksums (a
'checklist'). The objective is to allow for the creation of an
attestation, termed an "RPKI Signed Checklist (RSC)", which contains
one or more checksums of arbitrary digital objects (files) that are
signed with a specific set of Internet Number Resources. When
validated, an RSC confirms that the respective Internet resource
holder produced the RSC.
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Motivation & Goals

What are the potential use
cases of RPKI RSCs?

What is the current challenges
of using RSCs and deploying
software supports for RSCs?
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Potential Use cases of RPKI RSCs



Resource Ownership Verification

1.

2.
3.
4.

Bring Your Own IP Address (BYOIP)
Internet transit service

Routing information databases
Geolocation self-report




Bring Your Own |P Address (BYOIP)

e Customers could bring their own resources (prefix and ASN) to cloud
providers

» Before onboard resources, the customer need to prove the ownership.
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Current Practice of BYOIP

WH O |S- based « Email verification: Send verification link to the email address listed in WHOIS records
* Random string: Put a random string in WHOIS record provided by the service providers
m et h Od S * Self signed certificate: Put a self signed certificate in WHOIS record and provide public key

LOA (manual
Inspection)

Provide a LOA with the company name and resources

RPKI ROA Add the cloud provider's ASNs to ROA

Add a random record in rDNS provided by the cloud
provider




Current Practice of BYOIP

WHOIS based method

Cloud Provider cmai Random Self LOA
Verification Niglgle signature
Google Cloud
Amazon AWS
Oracle Cloud
OVH Cloud
Vultr




Challenges of Current Practice

Method Security Privacy Easy to use

WHOIS: Email Verification Subjected to Emall
security

WHOIS: Random String X X
Whois: Self signature X X
ROA Can't use alone
LOA LOA could be fake X
rDNS X X
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Using RSCs for BYOIP

There are two ways to use RSCs for securing BYOIP:

1.

Use RSCs to sign the LOA

| own this
resource!
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Using RSCs for BYOIP

There are two ways to use RSCs for securing BYOIP:

2. Signing random string

| own this [ Random }

resourcel! string
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Hash of /
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Use case: Internet Transit Service

Apart from Cloud providers, ISPs also Pop 43 o
require LOA to verify resource
ownership during transit services.

Transit

V IIIIII i Transit

Tier 3 Network Tier 3 Network
(multi-homed ISP) (single homed ISP)

i B St

Internet users
(business, consumers, etc)

How RSCs can be used:

Resource owners can sign the LOA with
resources used for transit services.

Representation of Internet Connectivity Distribution
Wikimedia Commons
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Use case: Routing databases

Third party routing information databases
like PeeringDB do not have the ground
truth of resource ownerships. Currently
PeeringDB relies on Whois record for
ownership verification.

How RSCs can be used:

Resource owners can sign a specific content
provided by PeeringDB with RSCs to claim
the ownership of specific resources.
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Use case: Geolocation Report

Third party IP Geolocation databases like
Google, IPinfo and maxmind allow
resource owners to report their
geolocations.

How RSCs can be used:

Resource owners can sign a specific
content provided by Geolocation
providers with RSCs to claim the
ownership of specific resources.
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How RSCs can be used

Current ownership verification methods,
like WHOIS and LOA, are not suitable for
continuous verification and revocation.

e Continuous verification: the verifier can continuously
validate the RSCs during the service period.

* Revocation: resource owners can
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Conclusion

&

RPKI RSCs can be widely
used for Cloud services,
Internet transit services, and
variety of third-party
databases.

Comparing with current
ownership verification methods,
RSCs have advantages on
security (can't be fake) and
privacy (won't be public, like
WHOQIS), provide continuous
verifications,

-

Although current RSCs
standard is already fully
functional, it requires
services providers to update
their workflow to use it.
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Survey - Results so far

e To gain insight into how network operators
perceive RSC, identify potential use cases, and
address real-world challenges.

e We conducted a survey during APRICOT 2025 in
Malaysia (February 2025). We received over 35
responses,

e While that’s not a good representation of the
entire region, it includes a diverse group of major
operators such as Telstra, Telekom Malaysia, and
Vocus, offering valuable industry perspectives.




Survey — Top barriers

Lack of awareness/understanding (60%)

Integration with existing RPKI infrastructure
(40%)

Unclear business benefits (30%)

Requlatory/legal concerns (compliance,

liability)

Interested in Testing/Reviewing

~50% of respondents are open to
testing RSCs in a sandbox or pilot
environment.

The other half are less certain and
demand further evaluation before
testing.
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Survey Highlights

ROA vs. RSC

* Most respondents view RSC as complementary to ROA, especially for non-routing use cases.

e Some confusion about whether RSC is redundant or overlapping with existing ROA workflows.

Replacing LOAS

* ~40% believe RSCs could replace LOAs if formal attestations become the norm.

» ~30% object due to operational complexity or uncertainty.

Public vs. Private Repositories

* ~60% support public RSC repositories hosted by RIRs for transparency.

» Others prefer private repositories for internal use only, citing operational or security concerns.

=
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Survey - Key Observations

RSC can apply to
virtually any digital
object.

Tools,
documentation, and
best practices must

be clearer.

It can simplify or
replace legacy LOA
processes, if
operational
complexity is
addressed.

G,

We need more
feedback from
operators on real-
world uses and best

practices.
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Survey - Help us understand better

This survey gathers insights on awareness,
potential applications, challenges, and
legal considerations related to RPKI|
Signed Checklists (RSCs) among network
operators, enterprises, and cloud
providers. Your responses will help shape
best practices, inform discussions, and
guide further standardisation efforts.

https://tinyurl.com/rpki-rsc-survey
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Internet
Society

Dr. Amreesh Phokeer
Internet Measurement and Data Expert
phokeer@isoc.org



	Slide 1: Exploring Potential Use Cases for RPKI Signed Checklist (RSC) Under RFC 9323 
	Slide 2: Background 
	Slide 3: Motivation & Goals
	Slide 4: Creation and verification of RPKI RSCs
	Slide 5
	Slide 6: Resource Ownership Verification
	Slide 7: Bring Your Own IP Address (BYOIP)
	Slide 8: Current Practice of BYOIP
	Slide 9: Current Practice of BYOIP
	Slide 10: Challenges of Current Practice
	Slide 11: Using RSCs for BYOIP
	Slide 12: Using RSCs for BYOIP
	Slide 13: Use case: Internet Transit Service
	Slide 14: Use case: Routing databases
	Slide 15: Use case: Geolocation Report
	Slide 16: How RSCs can be used
	Slide 17: Conclusion
	Slide 18: Survey - Results so far
	Slide 19: Survey – Top barriers 
	Slide 20: Survey Highlights
	Slide 21: Survey - Key Observations
	Slide 22: Survey - Help us understand better
	Slide 23: Thank You

