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Our Trail Map 

•  A little RPKI orienteering 
•  What path led us to here? 
•  Are we there yet? 
•  The path yet to come 
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RPKI Orienteering 

•  …navigating from point to point, in 
diverse and usually unfamiliar terrain, 
normally moving at speed 
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RPKI Orienteering 

•  Resource Public Key Infrastructure 

•  Issues certificates for network resources to 
resource holders 

– AS Numbers 

–  IP Addresses 

•  Allows network holders to associate the two via 
a Route Origin Authorization (ROA) 

•  Allows relying parties to validate authenticity 
and effectivity of signed objects 
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RPKI Orienteering 

•  Can be used as “reliable trust model” for 
route origin announcements for routing 
decisions 

•  Could be used by routers to validate origin 
•  Needs minimal bootstrap info 

– Trust Anchor 
– Mechanism for validation 

•  Managed through ARIN Online or REST  
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RPKI Orienteering 

•  The RPKI system creates a repository: 
– RFC 3779 (RPKI) Certificates 
– ROAs 
– CRLs 
– Manifest records 
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Rest Stop: The Repository 
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./ba/03a5be-ddf6-4340-a1f9-1ad3f2c39ee6/1:!
total 40!
-rw-r--r--  1 143  143  1543 Jun 26  2009 ICcaIRKhGHJ-TgUZv8GRKqkidR4.roa!
-rw-r--r--  1 143  143  1403 Jun 26  2009 cKxLCU94umS-qD4DOOkAK0M2US0.cer!
-rw-r--r--  1 143  143  485  Jun 26  2009 dSmerM6uJGLWMMQTl2esy4xyUAA.crl!
-rw-r--r--  1 143  143  1882 Jun 26  2009 dSmerM6uJGLWMMQTl2esy4xyUAA.mnf!
-rw-r--r--  1 143  143  1542 Jun 26  2009 nB0gDFtWffKk4VWgln-12pdFtE8.roa!

A Repository Directory containing an RFC3779 
Certificate, two ROAs, a CRL, and a manifest 



Repository Use 

•  Shared via a distribution mechanism 
•  Validate objects (mainly ROAs) in the 

repository 
•  Can be used to communicate with 

routers for marking routes as valid, 
invalid, or unknown 

•  Entirely up to local policy how this 
content is used 
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AFRINIC	   RIPE	  NCC	   APNIC	   ARIN	   LACNIC	  

LIR1 ISP2	  

ISP ISP ISP	   ISP4	   ISP	   ISP	   ISP	  

Issued Certificates 

Resource 
Allocation 
Hierarchy 

Route Origination Authority 
“ISP4 permits AS65000 to 
originate a route for  the 
prefix 192.2.200.0/24” 
 
Attachment: <isp4-ee-cert> 
 
Signed, 
  ISP4 <isp4-ee-key-priv> 

ICANN 

ROA Validation	  



AFRINIC RIPE NCC APNIC ARIN	   LACNIC 
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ISP ISP ISP ISP4	   ISP ISP ISP 

Resource 
Allocation 
Hierarchy 

Route Origination Authority 
“ISP4 permits AS65000 to 
originate a route for  the 
prefix 192.2.200.0/24” 
 
Attachment: <isp4-ee-cert> 
 
Signed, 
  ISP4 <isp4-ee-key-priv> 

1. Did the matching private key 
sign this text? 

ICANN 

Resource Cert Validation 

Issued Certificates 

ROA Validation	  



AFRINIC RIPE NCC APNIC ARIN	   LACNIC 

LIR1 ISP2	  

ISP ISP 

Route Origination Authority 
“ISP4 permits AS65000 to 
originate a route for  the 
prefix 192.2.200.0/24” 
 
Attachment: <isp4-ee-cert> 
 
Signed, 
  ISP4 <isp4-ee-key-priv> 

ISP ISP4	  

2. Is this certificate valid? 

ISP ISP ISP 

Issued Certificates 

Resource 
Allocation 
Hierarchy 

ICANN 

Resource Cert Validation ROA Validation	  



AFRINIC RIPE NCC APNIC ARIN	   LACNIC 

LIR1 ISP2	  

ISP ISP 

Route Origination Authority 
“ISP4 permits AS65000 to 
originate a route for  the 
prefix 192.2.200.0/24” 
 
Attachment: <isp4-ee-cert> 
 
Signed, 
  ISP4 <isp4-ee-key-priv> 

ISP ISP4	   ISP ISP ISP 

Issued Certificates 

Resource 
Allocation 
Hierarchy 

ICANN 

3. Is there a valid certificate path from a 
Trust Anchor to this certificate? 

Resource Cert Validation ROA Validation	  



What Path Led Us to Where We 
Are? 
•  Other four RIRs have had RPKI services 

for various amounts of time 
•  Specific concerns led ARIN down a 

customized path 
•  Non-repudiation of ROA generation when 

ARIN performs this on behalf of a registrant 
•  Protection from rogue insider 
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The Road We’ve Trod 
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ARIN	  Online	  

Database	  
Persistence	   RPKI	  Engine	  

HSM	  

Minor  
changes. 

Message driven 
engine which 
delegates to the 
HSM. 

Custom 
programming on IBM 
4764’s to enable all 
DER encoding and 
crypto. 

In-browser 
ROA request 
signing via 
AJAX. 

HSM coding is in C as extensions to IBM CCA.  
Libtasn1 used for DER encoding. 



Are We There Yet?  

•  RPKI services now offered thru ARIN 
Online and REST for a “hosted” model 

•  Repository publication is periodic 
•  Anyone can be a relying party 
•  A number of validators can be used to 

check validity of ROAs 
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Pictures from the Road Trip 

•  Initiating Participation in RPKI 
•  Requesting a ROA once you receive 

your Certificate 
•  Requesting the TAL as a Relying Party 
•  Validating Content 

16 



Take the First Step 
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Step 1: Participating in RPKI 

•  Submit a ROA Request Generation Key 
Pair 
– See 

https://www.arin.net/resources/rpki/
faq.html#keypairgeneration 

– Looks like: 
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Step 1: Participating in RPKI 

•  You will get an RPKI Certificate 
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Step 2: Requesting a ROA 
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Step 2: Requesting a ROA  

21 



Step 2: Requesting a ROA 
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Step 2: Requesting a ROA 
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Step 2: Requesting a ROA 
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Step 3: Becoming a Relying Party 
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Step 3: Becoming a Relying Party 
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Step 3: Becoming a Relying Party 
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Step 4: Validate Content 
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Where Do We Go From Here? 

•  Validated content can be used to 
make decisions about routing 

•  There is a variety of work in this area 
•  Learn more about transferring RPKI 

data to Routers – read the RPKI-to-
Router (RTR) Internet Draft at 
http://tools.ietf.org/html/ietf-sidr-rpki-rtr-26 

•  Local decisions always apply 
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The Path Yet To Come 

•  Actively developing the “Delegated” 
model, if you want to run your very 
own Certificate Authority 

•  Requires a protocol for you to gain 
authority via RFC3779 Certificates that 
ARIN issues to you 

•  Provides a way for you to do your own 
thing with RPKI 
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Thank You 
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